VIRGINIA STATEWIDE INTEROPERABILITY EXECUTIVE COMMITTEE

Meeting Minutes

DRAFT — pending Committee approval

Date Wednesday, July 22, 2026 Type
Time 10:00 AM - 2:00 PM Presiding
Location Richmond, Virginia Quorum
Room Virginia Risk Sharing Association (VRSA)

AT A GLANCE

_“Interoperabllity >
2B T e | b

Regular meeting
Terry Hall, Chair

Established

Decisions and Votes

2. Approval of Agenda Adopt the agenda as presented Carried — all in favor
7. Recognition Codify the recognition/award for Dana Schrad Carried — all in favor
8. Emerging Technologies = Proceed with a third conference, tentatively early January Carried

Conference timeframe

9. Senate Bill 525 Respond to Senator Diggs by SIEC recommendation and Consensus

statewide plan rather than legislation; seat a subcommittee

11. CKR Deconfliction Support APCO moving forward with the encryption CKR Consensus

deconfliction plan

14. New Business Establish a leadership award named for Robert P. Crouch Accepted — method TBD
14. New Business Terry Hall to continue as Chair Carried
14. New Business Stu Sanz elected Vice Chair Carried

Action Items

Convene SCIP review subgroup and bring recommendations Dana Schrad (lead) Oct 26 meeting

to the October meeting

2 Provide subgroup member email addresses to the subgroup Rebecca Cyr Complete (Gabe

lead Elias)

3 Forward SCIP suggestions and changes to the SWIC and Chair  SCIP subgroup Prior to October
meeting for
sufficient review
by SIEC

4 Develop and distribute fire service questionnaire to the Pete Kirby, Chief Baldwin, August — Fire

associations Rebecca Cyr Conference
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Send convening email to the Emerging Technologies Gabe Elias Complete
Conference planning group

6 Draft the SIEC response to the four questions in Senator Terry Hall Before 2027
Diggs’ letter session
7 Review the draft SB 525 response as a subcommittee Spears-Dean, Gowdy, TBD
Bennett

8 Draft a one-pager on the encryption CKR deconfliction plan Gabe Elias After
subcommittee
work

9 Engage vendors on CKR plan adoption and participation Committee After
subcommittee
work

10 Brief COMLINC 3.0 RFI results and funding path in detail Bill DeCoste (VSP) October meeting

11 Determine the mechanism for establishing the Robert P. Committee Future meeting

Crouch award

AGENDA AND DISCUSSION

1. Call to Order

Chair Hall - Procedural

summary Chair Hall called the meeting to order. Quorum was confirmed following introductions and
opening remarks.

2. Approvalof Agenda

Chair Hall - Vote required

Motion Chief Baldwin (VFCA)

Second Michelle Gowdy (VML)

Discussion None recorded

Vote Voice vote, all in favor. Motion carried; agenda approved.

3. Roll Call and Introductions
SWIC - Procedural

summAarY Quorum obtained. The Deputy Secretary of Public Safety and Homeland Security and two guests
were introduced, and the Committee recognized Dana Schrad on her retirement and long service to the
SIEC.

¢ Deputy Secretary of Public Safety and Homeland Security Dillon Taylor was introduced.

e Special guests: Senator Danny Diggs and Chris Essid (consultant and first VA SWIC).

e Gabe Elias (SWIC) presented the SIEC’s recognition to Dana Schrad, Virginia Association of Chiefs of
Police, on her recent retirement.
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4. Opening Remarks

Special Guests, Chair, SWIC - Information
summary The SWIC briefed the fall meeting date, a training capacity shortfall, three unscheduled regional
exercises, recent federal encryption guidance, and the state UAS committee. The Chair asked members to
consider hosting future meetings.

Dillon Taylor, Deputy Secretary of Public Safety and Homeland Security, Office of the Governor

e Mr. Taylor provided opening remarks, indicating gratitude and support from the Governor’s Office
and the Secretary for the SIEC’s commitment.

e Governor’s Regional Unified Readiness Summits incorporated hundreds of public safety and public
health leaders from each part of the state, with a follow-up full state event to come.

e Summits included clear need for increased information sharing, interoperability, and common
operating pictures.

e Mr. Taylor reiterated the Secretariat’s support of this work, the SWIC, and looked forward to future
engagements.

Danny Diggs, Senator, Senate of Virginia

e Senator Diggs provided welcoming opening remarks and expressed gratitude for the SIEC’s work.

Gabe Elias, Statewide Interoperability Coordinator
¢ Recommend a move to pre-planned quarterly meetings.

¢ Next known meeting is at VA Fall Conference in Roanoke: October 26 at the Hotel Roanoke, 10:00 a.m.
to 3:00 p.m., lunch included for SIEC membership and support staff, invited guests. Meeting is public.

¢ Training: August COMT class is full. Continued loss of CISA’s contracted trainers means states more
self-reliant. VA training in ICT (Information Communications Technology Branch) will be done by state
instructors moreand those are also limited.

¢ Exercises: three communications-focused “rallies” in planning in Regions 5, 6 and 7, none yet
scheduled.

¢ Recent federal executive orders address post-quantum encryption. No action is needed regarding P25
encryption, which is AES256 symmetric. However, system managers and agencies should work with
providers/manufacturers to track developments in associated/ancillary network systems which
connect to P25 networks.

e UAS and drones: a state-level committee is in place, focused on unified readiness.

Terry Hall, Chair

¢ Proposed hosting SIEC meetings at locations throughout the Commonwealth; members were asked to
reach out with offers to host.

5. Approval of Previous Minutes
Chair - Vote required

Previous minutes were posted after the November 2025 meeting but not re-provided to committee in time for
meeting, so vote will be at next SIEC meeting.

DRAFT vl — pending approval Page 3 of 12



Virginia SIEC - Minutes - July 22, 2026

6. SCIP Annual Review
SWIC and Chair - Discussion

suMMARY The Committee will stand up a review subcommittee, led by Dana Schrad (VACP), to review the
SCIP and report prior to the October meeting.
¢ The Statewide Communications Interoperability Plan was discussed as part of the annual review cycle.

e Subcommittee membership: Dana Schrad (VACP, lead), Earl Sharp (VDOT), Stuart Sanz (Region 7 RPAC-
1), Pete Kirby (Virginia State Firefighters Association) and William Martin (Region 2 RPAC-I).

action Compile subgroup recommendations and forward suggestions and changes to the SWIC and Chair
(SCIP subgroup - 14+ days prior to October meeting)

7. Recognition — Dana Schrad (Service/Retirement)
Chair Hall - Vote required

Motion Motion to codify award/recognition for Dana Schrad (Gowdy/VML)
Second Bennett/VACO

Discussion None recorded

Vote All in favor. Motion carried.

8. Emerging Technologies Conference
Chair Hall - Vote required

summary The Committee voted to hold a third conference in an early January timeframe, with a planning
subcommittee seated and outreach planned to draw more fire service participation.

Discussion

¢ The history of the conference was reviewed. Members spoke in support of the conference and the
venue: Stu Sanz, Earl Sharp, Dr. Dorothy Spears-Dean, Chief Allen Baldwin, Dana Schrad, Senator
Danny Diggs, Joe Dame, Steve Parrott and Pete Kirby.

¢ Chair Hall shared an ecosystem graphic on the screen noting the interconnectedness of technologies.
Broader involvement was requested, including invitations to members of the General Assembly.

¢ Drawing more fire service agencies:
— Potential schedule conflict — February is the Virginia Fire Chiefs regional conference.

— Aquestionnaire should go to the associations ahead of the conference.

Proposed Topics

e Amazon drone delivery and related FAA networking; the Region 1 site near Richmond Raceway is
preparing to launch

¢ License plate readers — the Flock lawsuit in Norfolk was discussed
¢ Crime Commission and attorneys to be invited

¢ Driverless vehicles interfering with first responders, in anticipation of Virginia permitting them (not
currently permitted, per Michelle Gowdy); three workgroups meet this summer

¢ Obvio pedestrian cameras

¢ Cybersecurity

e Data centers

¢ AED drone delivery program

¢ Virginia UAS and Counter-UAS Executive Committee
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e GIS as a resource for preparedness and readiness
¢ Amateur radio and AUXCOMM component

Motion
Motion Chief Allen Baldwin — go forward with the conference
Second Michelle Gowdy (VML)
Discussion As above
Vote Motion carried.

Planning Group

¢ Michelle Gowdy, Dana Schrad, Chief Allen Baldwin, Dr. Dorothy Spears-Dean, Jeremy Bennett, Gabe
Elias, Terry Hall, Mike Keefe and Joe Dame. A convening email will be sent.

action Develop and distribute a fire service questionnaire to the associations (Pete Kirby, Chief Baldwin,
Rebecca Cyr - August — Fire Conference)

9. Senate Bill 525

Chair Hall, Senator Diggs, VSP - Discussion

summARrY The 2026 bill was carried over to the next session. The Committee worked through the four
questions in the letter from the Senate Local Government Committee and favors solving the problem
through the SCIP, statewide standards and COMLINC 3.0 rather than statute. The Chair will draft the

response; a subcommittee will review it.

Status and Background

¢ Virginia State Police were asked as a state agency to comment on the original bill and offered
additions related to interoperability.

e The bill was continued to next year/session. Senator Diggs worked with the patron to carry it forward,;
the SIEC will provide input and the matter will not be dropped.

¢ The report different than year’s November meeting on House Bill 1820, which resulted in a full SIEC
report and recommendation to the previous Administration.

e Adding fire and EMS to the bill was raised.

Remarks — Senator Danny Diggs
¢ Localities failed to reach agreement on interoperability, and the matter was brought to the state.

¢ Concerns were raised over the sharing of encryption keys; experts in the field should be solving this
problem.

¢ The goal is to encourage cooperation. A letter was sent to the SIEC to work the issues and make
recommendations.

e Preference is to place direction in a statewide plan that can be adjusted, which is easier through
regulation and policy than through law.

¢ The patron wants this done and is open to how it can and should be accomplished.

(Discussion continued and focused on the four questions in the Senate letter, with discussion throughout)).

Question 1 — Should interoperability or frequency sharing include fire and EMS along with law
enforcement?

e Yes.

¢ Approaches should be regional and statewide, all-band, and with encryption available where needed.
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¢ Discussion about public access to radio traffic, with PulsePoint as an example of alternative ways to
share information.

¢ Follow NIMS guidance and plain language required.

¢ Law enforcement and fire/EMS: Should have both ability to remain separate and ability to talk with
each other based on event/circumstances.

¢ Locality focused but also need to consider interoperability with federal and state agencies and
neighboring states (and localities therein).

¢ How to address the problem overall?
— Through existing policies/documents, including SCIP
— Require law or can it be standardized through statewide document?

— Legislature interested in the solution/outcome. Process/route is left to the SIEC’s
recommendation.

— Consensus that legislation should not be requiredto solve inter-locality interoperability
— Best practices are strong approach
¢ Solving in law without budget could land unfunded and significant work at a state agency

¢ Discussion of MWCOG (Northern VA, DC, Southern Maryland) PSCS (Public Safety Communications
Subcommittee) as governance group example, with regional interjurisdictional MOU as underlying
authorities

— Includes automatic aid between localities and direct, on-radio access to neighbors thorugh
governance and technical sharing

— Includes both clear and encryption, with nationally interoperable and regional encryption keys
used

— Even with regional MOU, the sharing of a “system key” between systems is still a one-to-one,
controlled share to sustain system integrity and security

e Encryption?
— Best not to legislate that — unintended consequences
— Local decision
= Encryption is surmountable with planning and thinking ahead

— Radio authentication is a real challenge because it requires physically touching each radio to add it
to a new (authenticated) system - high overhead but good security — prevents duplicated radio IDs
(“cloning” — which has significant safety risks to legitimate users of a radio system)

¢ Discussion of mutual aid agreements, system capacity (as constraint), patching, fleetmapping

¢ Preference for sharing minimum feature set requirements — lack of options/upgrades in radios can
hamper sharing/interoperability because one locality may not have another’s features
purchased/entitled/loaded

e COMLINC's future is still under development but whatever we do we should not make localities
purchase more things to access/utilize it as part of this solution

Question 2 — Challenges of sharing mutual aid frequencies and review of current agreements

¢ CISA and SAFECOM have MOU and MOA templates, and the SWIC has brandable, editable versions
available.

— Note these are authority documentation, not best practice or operational documents
¢ Spectrum self-assessments recommended
— What localities or agencies are licensed for FCC radio frequencies they are no longer using?
— Could those be moved toward interoperability between/among localities and state agencies?
¢ NIFOG channels
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— Virginia and DHS CISA encourage agency programming of “NIFOG” (National Interoperability Field
Operations Guide) standard interoperability channels in radios

— Acknowledge some radios in some agencies may not have room, some agencies still unaware
— Consensus national interop (NIFOG) channel support should continue

— Notable gaps between theory and reality discussed — How many licensed fixed sites (i.e. PSAPs)
answer on national calling channels?

— Best practices and training/exercising are key here as well

Question 3 — System compatibility and technology diversity, includingencryption

Considerations
— Minimum recommended capabilities
— Federal and state mandates

— Policy-aware interoperability (e.g. if we know federal law agencies require encryption by policy,
then our recommendations should take that into account to be successful)

— Point to and intersections with the SCIP as a plan/strategy aimed at this problem
— (SWIC reviewed existing SCIP main lines of effort for group)

Senator Diggs and VSP both offered to discuss with patron

Question 4 — Are current frameworks sufficient, or is more policy guidance or statutory change needed?

Update SCIP to include more about COMLINC 3.0 (future of COMLINC), including references to NIFOG
and STARS’ “VCALL project”

STARS looking at other ways to make this easier for localities, including legacy VSP conventional
channels

STARS notes leadership team forward-thinking attitude toward information-sharing and willingness to
collaborate

Additional guidance and information needed on encryption, authentication, including directly
addressing the risk of duplicate IDs on systems and associated risks

Discussion of existing successes, including

— COMLINC 2.0 —recently used on July 4 in Northern VA

— Northern VA / NCR 7TAC interoperability infrastructure repeaters

— Hampton Roads ORION (caveated with note about high subscriber count versus low channel count)
“Don’t break” what works but also “Don’t block” what COULD work

Mr. Hall discussed Region 5 RPAC-I meeting, at which the bill was discussed and the following ideas
were shared

— Share data
— Concern about cybersecurity and Al
— Ongoing governance is a requirement/must
— Regional coordination required because even single-locality systems need to be interoperable
Grants discussed
— Need more regional subject-matter expert and RPAC-I review of interoperability grants
— Need interoperability and radio infrastructure grants/funding
— Establish minimum state grant standards for P25, considering
Encryption
radio frequency bands

governance (MOU/MOA, committee)
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sharing status (i.e. letting partners know about your encryption status)
alignment to statewide plan(s)

interoperability areas not yet defined (e.g. LTE)

training and exercising

Discussion of complexity of standards-based (P25) systems with vendor-proprietary
enhancements/extensions

— Standards-based radios (other brands) can talk but other features limited

Discussion of high cost of public safety grade radios when some users (i.e. non life safety, non public

safety) may not need that class of equipment

— But if manufacturers focus only on high tier, they price out those users, limit interoperability, and
drive users away from standards

Additional Related Discussion — Funding, Encryption and Authentication

Grant committees: Dana Schrad noted the process has always been very difficult. Smaller localities can
struggle with interoperability and secured sharing across groups at different levels of sophistication.
Private law enforcement agencies do not qualify for state funds. Equitable funding through an efficient
process remains a challenge.

The Committee asked how other states handle encryption keys, inappropriate use and hacking; a
strong process for use is needed.

Stu Sanz described the Public Safety Communications Subcommittee (PSCS) of the Metropolitan
Washington Council of Governments (MWCOG). Automatic mutual aid agreements with neighbors,
radios preloaded with frequencies, and national plus local encryption keys loaded under an MOU with
the local government and the system operator. The Commonwealth could be modeled the same way.

Terry Hall offered a different take: Regional system keys are shared, people obtain them, and IDs are
being stolen for-every talk group in his region.
— Dana Schrad: consider what could be done with that access; involvement is needed along with
legislation creating a criminal penalty for misuse.
— Terry Hall: since an inappropriately programmed radio was turned in, no crime was committed, per
the FCC.
COMLINC is a state asset and legislation may be needed so that COMLINC addresses this. The SIEC
supports COMLINC 3.0 going forward; per VSP a handful of agencies have chosen not to use it.
Earl Sharp asked whether encryption is mandatory. Per Terry Hall it is not and remains a local
government decision; one fire department wanted encryption but ran into mutual aid issues.

— Earl Sharp: it should be the turn of a knob. Agencies have COMLINC but use is still low

— Patching an encrypted talkgroup to an unencrypted one yields unencrypted traffic; Terry Hall
noted systems can be programmed to prevent that.

Bill DeCoste: authentication is the key, and the current legislation addresses localities rather than the
state — that needs to be captured.

— STARS expansion should not be stifled, but the system must stay secure. Stu Sanz noted duplicate
IDs can cause loss of communication; authentication is needed but can be a roadblock to
interoperability, requiring multi-system radios.

— Bill DeCoste: pings to the system are visible, options exist, and simple solutions should not be
overlooked. The intent of the legislature is moving in the right direction.

— Dana Schrad: an encryption ban was fought off in the General Assembly, and personnel resorting
to cell phones to stay interconnected could raise the issue again. Stu Sanz noted Northern Virginia
locality law enforcement is moving to full encryption on a regional key. Per VSP, some STARS zones
are not encrypted — the need is authentication.

Direction and Next Steps
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¢ The Chair recommends standards and direction rather than legislation, and will respond to the Senate
letter regardless of whether the underlying issue still exists.

¢ A subcommittee will review the draft response. Membership should be local-government rich rather
than state heavy: Dr. Dorothy Spears-Dean (VDEM), Michelle Gowdy (VML) and Jeremy Bennett
(VACO).

action Draft the SIEC response to the four questions and route to the subcommittee. Subcommittee draft
Senate response and route to SWIC. (Terry Hall, Subcommittee — At least 3 weeks prior to 10/1/26 Senate due
date))

10. COMLINC 3.0 — RFI Update

Bill DeCoste, Virginia State Police - Information
summAarY The RFI drew 14 responses, 10 evaluated and 4 demonstrations. VSP will use the results to write an
RFP; implementation is two to three years out at an estimated $10 million.
¢ More detail will be provided at the Fall Conference.
¢ Will need support and coordination for funding path.
¢ The previous procurement was $6+ million and is now in year six or seven.

¢ This is a continuation of COMLINC program with a new underlying system technology. The Chair asked
that the name not change; Bill DeCoste confirmed it will not.

11. Radio Encryption CKR Deconfliction
Derek Rogers, Virginia APCO - Discussion

summary Mr. Rogers presented a draft statewide CKR deconfliction plan, roughly 85 percent complete, and
asked for SIEC support. The Committee consented to move forward and will run it through a subcommittee.
¢ The project has been a year in the making. Over 4,000 key numbers are available and absent
deconfliction, people assign the same “slots.” This creates radio programming errors.

¢ Chair Hall recommended a subcommittee process. Stu Sanz noted the Northern Virginia COG is
working key naming conventions now.

¢ Derek Rogers: the key number.is imperative — Key 6 is Key 6 everywhere.
action Draft a one-pager on the CKR deconfliction plan (Gabe Elias - TBD)

AcTion Push vendors on plan adoption and participation (Committee - TBD)

12. Member Roundtable

All - Information

Organizations reporting something other.than “nothing to report” are listed below.
e VACO: Regional meetings are underway.
¢ Virginia APCO / NENA: Conference in Roanoke.

e STARS: The last three agencies will be all-band after Labor Day, creating more opportunity for STARS.
Training is coming, with hands-on videos.

¢ Virginia State Police: New leadership in place at VSP. Captain Thomas Bradshaw noted that he speaks
for the Communications Division.

¢ Amateur radio: Recently completed a Field Day, having started in April.
e Region 2 RPAC-I: Frederick County has a new system being finalized.

¢ Region 1 RPAC-I: Goochland trailer supporting an active assault exercise at the nuclear power station.
Nottoway has a new system; work continues to bring them onto COMLINC.
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e VDEM (Mike Keefe): VOPEX is held annually with no issues and no findings from federal partners.
VDEM is moving to VERTEX, a smaller weather-based exercise, and is meeting with VSP on a large-
scale event on STARS.

e VDOT (Earl Sharp): Working interoperability for traffic incidents with VSP and local partners, including
an 1-85 discussion, plus hurricane preparedness drills using amateur radio tools.

e Region 7 RPAC-I (Stu Sanz): VSP programmed radios onto the Arlington system for July 4. The Marine
Corps Marathon is coming up.

e VDEM: NG911 completed last year; work continues on the carrier side for 911 standards.
Interoperability with STARS is increasing, along with HF shared gateways.

13. Old Business
None recorded.

14. New Business
Chair Hall - Vote required

Robert P. Crouch Leadership Award

e Chris Essid proposed creating a leadership award named after Robert P. Crouch, a former Deputy
Secretary of Public Safety, who was instrumental in shaping Virginia’s interoperability governance. The
motion was accepted; the Committee will determine how to establish the award at a future meeting.

Officers

¢ Dana Schrad stated she is willing to continue working with the Committee. She observed the
chairmanship is a heavy lift and asked Terry Hall to continue as chair.

Motion Terry Hall to continue as Chair; Stu Sanz as Vice Chair
Second [Not recorded]

Discussion None recorded

Vote Both motions accepted.

15. Items From the Public
None recorded.

16. Closing Remarks and Adjournment
¢ Senator Danny Diggs thanked the Committee for hosting him.
¢ Deputy Secretary Dillon Taylor offered closing thanks to the Committee.

¢ The meeting adjourned approximately 2:00 PM. Motion and second not recorded.

ATTENDANCE

Only one voting member for each organization where more than one representative attended.

Secretary of Public Safety and Homeland Security Deputy Secretary Dillon Taylor
Superintendent, Virginia State Police Bill DeCoste, Thomas Bradshaw

Director, Virginia Department of Fire Programs
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State Coordinator, Virginia Department of Emergency

Management

Director, Virginia Department of Health — Office of EMS

Director, Virginia Department of Health — Office of Emergency

Preparedness

Adjutant General, Department of Military Affairs

Chief Information Officer, Virginia Information Technologies

Agency

Commissioner, Virginia Department of Transportation

State Forester, Department of Forestry
Counsel (ex officio)

SWIC (ex officio)

Region 1 RPAC-I

Region 2 RPAC-|

Region 3 RPAC-|

Region 4 RPAC-I

Region 5 RPAC-I

Region 6 RPAC-I

Region 7 RPAC-I

Virginia Association of Counties

Virginia Association of Chiefs of Police

Virginia Association of Campus Law Enforcement Administrators

Virginia Fire Chiefs Association

Virginia Association of Government EMS Administrators

Virginia NENA

Virginia APCO

Virginia Municipal League

Virginia Local Government IT Executives
Virginia Sheriffs’ Association

Virginia State Firefighters Association

Virginia Amateur Radio Emergency Services / RACES
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Mike Keefe, Dr. Dorothy Spears-Dean

Jason Burrow

Chris Williams

Earl Sharp

Gabe Elias
Steve Parrott
Joe Dame, William Martin

Jamie Shumaker

Terry Hall

Stu Sanz
Jeremy Bennett

Dana Schrad

Chief Allen Baldwin

Stephen Willoughby
Derek Rogers

Michelle Gowdy

Terry Hall
Pete Kirby

Terry Buzzard
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Virginia Professional Firefighters unseated
Virginia State Police Association unseated
Tribal governing councils unseated
State Council of Higher Education unseated

Virginia Military Advisory Council

Guests and Staff

Senator Danny Diggs, Senate of Virginia

Deputy Secretary of Public Safety and Homeland Security Dillon Taylor, Office of the Governor
Chris Essid, consultant and former SWIC

Devin Chinault, VDEM Tactical Systems Branch

Rebecca Cyr, staff

Brien Lee, staff
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